Aerohive Networks (Extreme Networks)

U primjeru konfiguracije koriste se odvojeni management i klijentski VLAN:

® AP MGMT (VLAN 100)
® eduroam (VLAN 411)

Switchport prema AP-u konfiguriran je na sljede¢i nacin:

® UNTAGGED za AP MGMT
® TAGGED za eduroam i AP MGMT

Adresa RADIUS posluzitelja u primjeru: 161.53.2.69
RADIUS portovi u primjeru: 1812 1813

Management mreza za AP u primjeru: 10.10.10.0/24
Mreza za eduroam korisnike u primjeru: 10.111.0.0/16

Obje mreze imaju izlaz prema Internetu.

KoriStena oprema
Aerohive AP230 (HiveOS 10.0.10.2)

ExtremeCloud 1Q (21.1.20.27)

Konfiguracija

Aerohive Networks AP-ovi su cloud managed te za konfiguraciju i upravljanje zahtijevaju povezanost sa privatnim ili javnim oblakom.
Detaljan popis portova koje je potrebno propustiti izmedu AP-a i clouda nalazi se na stranici proizvodaca.

CLI

Ukoliko u management VLAN-u ne postoji DHCP, potrebno je ru¢no podesiti mrezne postavke AP-a

1. Konfiguracija mreznih postavki AP-a:

interface ngt0 ip 10.10.10. 151 255. 255. 255.0
ip route default gateway 10.10.10.1

GUI

1. Povezite se na ExtremeCloud 1Q i kliknite na ikonu ONBOARD u gornjem lijevom kutu


https://extremecloudiq.com/support/on-premises.html
https://extremecloudiq.com/
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2. Unesite serijski broj AP-a u odgovarajuce polje te kliknite Next te nakon toga Finish
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4. Izradite novu mreznu politiku klikom na karticu CONFIGURE > NETWORK POLICIES > ADD NETWORK POLICY

Oznacite tipove uredaja za koji kreirate policy, upiSite ime te kliknite na Save


https://extremecloudiq.com/
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Network Policies -~ New Poli Configuring Your Organiza.

POLICY DETAILS WIRELESS NETWORKS DEVICE TEMPLATES ROUTER SETTINGS ADDITIONAL SETTINGS DEPLOY POLICY
New Policy

What type of policy are you creating?

CONFIGURE - NETWORK POLICIES

Description

> om [ |
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Network Policies - SRCE - All SSIDs Configuring Your Organiza.

POLICY DETAILS

WIRELESS NETWORKS | DEVICE TEMPLATES R 2 ADDITIONAL SETTINGS DEPLOY POLICY

No records found.
) EXIT NEXT
Podesite postavke bezi¢ne mreze:
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Network Policies -~ SRCE All SSIDs New SSID Configuring Your Organiza..
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CONFIGURE - NETWORK POLICIES

CONFIGURATION GUIDE Wireless Network
Policy Name ~ remm e m oo

i X " : Broadcast SSID Using
ree iName (510> eduroam '

I | WIFi0 Radio (2.4 GHz or 5 GHz)
EIDGIED I dcast N: N eduroam |

| Broadcast Name | WIFi1 Radio (5 GHz only)
eduroam A EECTTTTTE=e=l]

RADIUS Server Group

+ Add Radius Server Group SSID Usage u

O Personal o Private Pre-Shared

o% ! ~ Open
0 wea / weaz / weas 1) WA/ WPA2 / WPAS &b ey

o
) wee @ unsecured

! Key Management

WPA2-8021X .

} Encryption Method oM BES) -

Enable Captive Web Portal

Pod Name (SSID) i Broadcast Name unesite ime beZi¢ne mreze eduroam

U sekciji SSID Usage > SSID AUTHENTICATION odaberite Enterprise kao nacin autentikacije
Key Management postavite na WPA2-802.1X
Kao Encryption Method odaberite CCCP (AES)



U sekciji Authentication Settings kliknite na + za dodavanje novog RADIUS posluZitelja
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Configuring Your Organiza..

Authentication Settings

with e service [77 ]

Authenticate via RADIUS Server

Default RADIUS Server | o | 1=
Group i

Name Type 1P/Host Name Order

No records found.

CONFIGURE - NETWORK POLICIES

("] Apply RADIUS server groups to devices via classification
User Access Settings

Configure your QoS, VLAN, Firewall policies, and Traffic Tunneling
Default User Profile  default-profile 4 1=

Apply a different user profile to various clients and user groups.

Additional Settings «
Configure your Availability Scheduling, Security Controls, Optional Settings, and Client Monitoring

> EXIT CANCEL SAVE

7. Pod RADIUS Server Group Name unesite ime grupe prema Zelji
Na kartici EXTERNAL RADIUS SERVER kliknite + za dodavanje novog posluZitelja

Configure RADIUS Servers

4

EXTREME NETWORKS A3 (0) EXTREME NETWORKS RADIUS SERVER (0) EXTREME NETWORKS RADIUS PROXY (0)

IP/HOST NAME

No Records Found

CANCEL SAVE RADIUS

8. Pod Name unesite ime vaseg RADIUS posluzitelja
Pod IP/Host Name odaberite + za dodavanje nove IP adrese ili DNS imena posluzitelja

Configure RADIUS Servers

RADIUS Server Group Name * RADIUS Server Group Description

eduroam
4

EXTERNAL RADIUS SERVER (0)  EXTREME NETWORKS A3 (0) EXTREME NETWC ©  EXTREME PROXY (0)

New External RADIUS Server

Description

1P/Host Name *

Server Type * port:+ (1812

CANCEL SAVE EXTERNAL RADIUS

9. Pod Name unesite ime posluzitelja a pod Host Name unesite DNS ime posluzitelja te nakon toga kliknite SAVE IP OBJECT



New IP Address or Host Name

New IP Address or Host Name

I Name® | regoc.srcehr

CLASSIFICATION RULES ASSIGNMENT DESCRIPTION

SAVE Ip OBJECT [

10. Pod Server Type oznacite Authentication i Accounting te u polja Port unesite odgovarajuce portove
U polje Shared Secret unesite lozinku definiranu na RADIUS posluZitelju i kliknite SAVE EXTERNAL RADIUS

Configure RADIUS Servers
New External RADIUS Server

Name -
ame [ regoc.srcenr

Description

1P/Host Name *

Server Type ;
por o1z ||

Shared Secret

(XU  SAVE EXTERNAL RADIUS

11. Na popisu posluzitelja oznacite prethodno kreirani posluZitelj te kliknite SAVE RADIUS

Configure RADIUS Servers

RADIUS Server Group Name * RADIUS Server Group Description

eduroam
4

EXTERNALRADIUS SERVER () EXTREME NETWORKS A3 (0)  EXTREME NETWORKS RADIUS SERVER (0) EXTREME NETWORKS RADIUS PROXY (0)

1P/HOST NAME

regocsrcehr

[N SAVE RADIUS
|

12. U sekciji User Access Settings kliknite na + pod Default User Profile za kreiranje novog korisni¢kog profila
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Authenticate via RADIUS Server Configuring Your Organiza.
Default RADIUS Server eduroam + 5=
Group v

Name Type 1P/Host Name Order
regoc.srce.hr External RADIUS Server regoc.srce.hr

CONFIGURE - NETWORK POLICIES

[ | Apply RADIUS server groups to devices via classification

User Access Settings u

Configure your QoS, VLAN, Firewall policies, and Traffic Tunneling

Default User Profile  default-profile |

[ Apply a different user profile to various clients and user groups.

Additional Settings 4
Configure your Availability Scheduling, Security Controls, Optional Settings, and Client Monitoring

> EXIT CANCEL SAVE

13. Pod User Profile Name upisite ime profila te kliknite na + za definiranje VLAN-a

Create User Profile

User Profile

Connectto @ vian (O VLANGroup

1

SECURITY TRAFFIC TUNNELING AVAILABILITY SCHEDULE CLIENT SLA DATA/TIME LIMIT
[ o H] Firewall Rules
CANCEL SAVE USER PROFILE

14. Pod Name upisite ima VLAN-a
Pod VLAN ID upisite ID VLAN-a i kliknite SAVE VLAN

Apply VLANS to devices using classification

o ]

156. (Opcionalno): Na kartici SECURITY omogucite opciju Firewall Rules



Create User Profile

User Profile

User Profile Name eduroam

Comnect to ® VAN @ ViANGrow

an o+ O

SECURITY TRAFFIC TUNNELING AVAILABILITY SCHEDULE CLIENT SLA DATA/TIME LIMIT

Firewall Rules

SAVE USER PROFILE

16. (Opcionalno): Na kartici SECURITY > IP Firewall kliknite na ikonicu za odabir predefiniranih pravila

Create User Profile

Connect to (®) VLAN () VLAN Group

eduroam

SECURITY TRAFFIC TUNNELING AVAILABILITY SCHEDULE CLIENT SLA DATA/TIME LIMIT

(ED  rrovrue

1P Firewall MAC Firewall

1P Firewall

Outbound Traffic

SOURCE IP DESTINATION 1P SERVICE ACTION LOGGING

No rules found.

CANCEL SAVE USER PROFILE

17. (Opcionalno): Odaberite profil vatrozida Guest-Intemet-Access-Only koji ¢e korisnicma omoguciti pristup internetu uz zabranu pristupa internim
resursima.
Kliknite na SELECT IP FIREWALL

Select IP Firewall

Select IP Firewall

Name

Guest-Internet-Access-Only |

[] Redirect-Only

SELECT IP FIREWALL

18. Zavrsite kreiranje profila klikom na SAVE USER PROFILE



Create User Profile

1P Firewall

1P Firewall

Firewall Rules

MAC Firewall

Guest-Internet-Access-Only

5= Outbound Traffic v | Permit

SOURCE 1P DESTINATION 1P SERVICE ACTION LOGGING ORDER

Any Any PERMIT BOTH

any Any PERMIT BOTH

Any 10.000/2550.0.0 DENY DROPPED_PACKETS

any 17216.0.0/255.240.0.0 DENY DROPPED_PACKETS

Any 192168.0.0/25! DENY DROPPED_PACKETS

any Any PERMIT BOTH

CANCEL SAVE USER PROI

19. Zavrsite kreiranje profila eduroam bezi¢ne mreze klikom na SAVE

Authenticate via RADIUS Server

Configuring Your Organiza..

Default RADIUS Server eduroam +

Name Type 1P/Host Name Order

regoc.srce.hr External RADIUS Server regoc.srce.hr

CONFIGURE - NETWORK POLICIES

Apply RADIUS server groups to devices via classification

User Access Settings
Configure your oS, VLAN, Firewall policies, and Traffic Tunneling

Default User Profile

5=

eduroam
VLAN: 411 +

Apply a different user profile to various clients and user groups.

Additional Settings 4
Configure your Availability Scheduling, Security Controls, Optional Settings, and Client Monitoring

EXIT CANCEL

save

20. Odaberite karticu ADDITIONAL SETTINGS > POLICY SETTINGS > Device Credentials
Pod Root Administrator unesite administratorske korisnicke podatke za pristup uredaju

Kliknite SAVE te nakon toga na NEXT
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Network Policies - SRCE - Device Credentials Configuring Your Organiza..

> :
* POLICY DETAILS 'WIRELESS NETWORKS DEVICE TEMPLATES ROUTER SETTINGS ADDITIONAL SETTINGS I DEPLOY POLICY

MANAGEMENT SERVER Device Credentials
DNS Server
Root Administrator
NTP Server Root admin credentials are used by ExtremeCloud IG to make SSH connections to

upload configurations. A oot admin can also access the d
console connections.

through Telnet, SSH, or
SNMP Server

Syslog Server
POLICY SETTINGS. Password

ACSP Logging

Bonjour Gateway Settings.

Read Only Administrator

Device Credentials

Admin Name

Device Data Collection And

Monitoring Password

Device Time Zone Show Password
HIVE
iBeacon Service

Management & Native VLAN

NETWORK SERVICES

canceL ISV

’

EXIT

21. Pod karticom DEPLOY POLICY odaberite Eligible kako bi se prikazali uredaji na koje mozete primjeniti kreiranu mreznu politiku
Odaberite jedan ili viSe uredaja na koje Zelite primjeniti mreznu politiku te kliknite na UPLOAD
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Network Policies - SRCE - Deploy Policy Configuring Your Organiza.

POLICY DETAILS WIRELESS NETWORKS DEVICE TEMPLATES ROUTER SETTINGS ADDITIONAL SETTINGS DEPLOY POLICY

T Apply the network policy to selected devices

DEVICE NAME DEVICE MODEL 1P ADDRESS MAC ADDRESS SERIAL # / SERVICE TAG LAST UPDATED ON

AH-2175¢0 AP230 1010,

0230 2021-04-28 14:03:32

EXIT H upLoaD
i \

22. Odaberite Update Network Policy and Configuration > Delta Configuration Update
(Opcionalno) Odaberite Upgrade 1Q Enging and Extreme Network Switch Images > Upgrade to the latest version

Device Update

1 device will be updated (Only devices In the current selected organization: Your
Organization, will be updated.)

(@ Delta Configuration Update
Update device with changed configuration.

() complete Configuration Update
Update device with all configurations. Used to reset device to ExtremeCloud IQ configuration
settings. (Supported only on devices running HOS of IQE Firmware)

Upgrade IQ Engine and Extreme Network Switch Images

| @ Uparadetothe ltest

O Unsrade to the specific version

SAVE AS DEFAULTS cLosE

23. Sa lijeve strane prebacite se na karticu CONFIGURE > DEVICES
Odaberite jedan ili viSe uredaja te odaberite ACTIONS > ASSIGN COUNTRY CODE
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24. Odaberite Croatia i kliknite SAVE nakon ¢ega ¢e se AP ponovo pokrenuti



Assign Country Code

1 device will be updated

Please select the country this device is deployed in:

cLose SAVE

25. Nakon ponovnog pokretanja AP-a i njegovog spajanja na ExtremeCloud IQ spojite se na eduroam beZiénu mrezu
Provjerite uspje$no spajanje na MANAGE > CLIENTS
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26. Podesite ostale postavke prema potrebama i prema dizajnu bezi¢ne mreze
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