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Nakon uspjesne prijave dobiti ¢ete e-mail s pristupnim podacima za klaster.

Adresa pristupnog ¢vora klastera je teran.srce.hr, a pristupa se protokolom SSH.

1 Direktan pristup klasteru mogu¢ je isklju€ivo iz CARNET-ove mreze.

Pristup klasteru iz mreze CARNET

Linux

Ako koristite neki od Linux OS-ova, klasteru mozete pristupiti iz komandne linije koriste¢i naredbu (korisni¢ko ime u primjeru je korisnik):

ssh korisni k@eran. srce. hr

Nakon izvrS§avanja gornje naredbe, potrebno je upisati dobivenu zaporku.

MS Windows

Ako koristite Windows OS, za pristup klasteru potrebno je instalirati SSH klijent (npr. Putty).

Nakon instalacije i pokretanja, na po¢etnom ekranu programa Putty, u polje Host Name (or IP address) potrebno je upisati

kori sni k@ er an. srce. hr

te zatim kliknuti na gumb Open. Nakon toga, u otvoreni prozor potrebno je upisati dobivenu zaporku.


https://www.putty.org/

#2 PUTTY Configuration ? x

Category:

= Sgssion | Basic options for your PuTTY session

). Terminal Specify the destination you want to connect to
?Tﬂ}é;arboard Host Mame (or IP address) Fort

- Bell |I{nrisnik@teran.srce.hr | |22

- Features Connection type:
= Window (O Raw (O Telnet (O Rlogin @ SSH (O Seral

- Appearance
gzﬁaviour Load, save or delete a stored session

... Translation Saved Sessions

- Selection | |
- Colours
[=- Connection
- Data Save
- Proxy
- Telnet Delete
- Rlogin
- 55H
- Serial

Load

Close window on exit:
(O Aways () Mever  (® Only on clean exit

About Help Cancel

Koristenje grafiCkog okruzenja

Linux

Spojite se na teran.srce.hr prosljedujuc¢i X11:

ssh -X korisni k@eran. srce. hr

Po spajanju, mozemo testirati uspjeSnost provedene akcija pomoc¢u naredbe

xterm

MS Windows

Preuzmite i pokrenite aplikaciju Xming.

Za grafi¢ko okruzenje potrebno je u kategoriji Connection—SSH—X11 odabrati Enable X11 forwarding.


https://sourceforge.net/projects/xming/

PuTTY Configuration ? X

Category:
-~ Bell A Options controling SSH X11 forwarding
.- Features
= Window
- Appearance Enable X11 forwarding
~ Behaviour X display location |

Translation
[ Selection Remote X11 authentication protocol
-Colours (® MIT-Magic-Cookie-1 () XDM-Authorization-1
£l Connection X authority file for local display

-Data |

- Proxy

Telnet
-Rlogin
=} SSH

Kex
- Host keys
- Cipher
[+ Auth
- Tunnels
-Bugs
--More bugs
- Sernal

X11 forwarding

| Browse. ..

Pristup klasteru izvan mreze CARNET

Preporuceni nacin pristupanja klasteru izvan mreze CARNET je koriStenjem usluge VPN vase mati¢ne ustanove.

Ako to nije moguce, od sada mozete pristupati putem posebnog pristupnog ¢vora kojemu se pristupa protokolom SSH iskljucivo uz koristenje kljuc¢eva dok
pristup pomocu lozinke nije mogué.

Ukoliko imate potrebu za pristupanjem klasteru izvan mreze CARNET morate izraditi SSH kljueve i poslati nam zahtjev s javnim kljuSem na isabella@srce.
hr. Zahtjev mora biti poslan s email-a koji ste koristili u prijavi.

|zrada kljuCeva

Vazno

Prilikom izrade klju€eva odaberite kvalitetan passphrase kako biste zastitili privatni kljuc.
Privatni klju¢ NIKADA ne dostavljate drugim osobama ili ustanovama.

Preporuka je privatni klju¢ ¢uvati iskljucivo na vlastitom racunalu.

U slu€aju kompromitacije javite nam hitno.

Linux

Izradite SSH klju¢eve iz komandne linije pomoc¢u naredbe:

ssh- keygen

U zahtjevu priloZite datoteku ~/.sshfid_rsa.pub.

MS Windows

Instalirajte aplikaciju PuTTYgen. Po pokretanju aplikacije pritisnite gumb Generate, upisite Key passphrase te spremite javni i privatni klju¢. U zahtjevu
posaljite tekst u polju Public key for pasting into OpenSSH authorized_keys file.


mailto:isabella@srce.hr
mailto:isabella@srce.hr

g PuTTY Key Generator ? X
| File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa ~
AAAAB3NzaClyc2EAAAABIQAAAQEAVItZFISGBGxspQKIpWFWg 18w/nrZWzlAmn5B
| |sih
+zE5EJz5jhSJCTThzNSKMBR5XAgKndglC8BKIsH 1upOxew/X0+yWOIS/QbY 06wl OK5/TH
XnwPIyROrkpTringtkoh6QyxEZ3dddG 1yd64ge4gSCHEY8QW/3KdaZuWRxq7ovT4RXv v

| Keyfingerprint: |Ssh—rsa 2048 16:2b:c9:fe:25:a9:c5:81:02:0d:23:e6:a4.ae:29:44 |
[ Keycomment |rsa-key—20200320 |
Key passphrase: |uluu |

Confirm passphrase: |-" vseel

| Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®RSA (DsA (O ECDSA () Ed25519 () SSH-1(RSA)

Number of bits in a generated key: 2048

Spajanje na posebni pristupni ¢vor
Adresa posebnog posluzitelja za spajanje izvan CARNET mreZe je keybella.srce.hr, a pristupa se protokolom SSH.

Linux

Preduvjet za spajanje je da je na racunalu instaliran privatni klju¢ koji ste generirali u prethodnom koraku. Spajanje se obavlja koriStenjem
naredbe (korisni¢ko ime u primjeru je korisnik):

ssh korisni k@eybel | a. srce. hr

Ukoliko dobijete gresku oblika:

keybel | a. srce. hr: Perm ssion deni ed (publickey, gssapi-keyex, gssapi-w th-mc).

potrebno je eksplicitno navesti lokaciju ssh klju¢a naredbom:

ssh -i ~/.ssh/id_rsa korisni k@eybella.srce. hr

MS Windows

Za spajanje se koristi alat Putty uz upisivanje putanje privatnog klju¢a.



PuTTY Configuration ? X

Category:
E- A Basic options for your PuTTY session
- Logging .
= Terminal Specify the destination you want to connect to
- Keyboard Host Name (or IP address) Port
-~ Bell |korisnik@keybella.srce_hr | |22
- Features Connection 1y
= Window onnection type:
- Appearance (ORaw (O Telnet ()Riogin @ SsH () Serial
- Behaviour Load, save or delete a stored session
- Translation
F Selection Saved Sessions
- Colours | |
= Connection
- Data ~ Load
- Proxy
- Telnet Save
]SSH Delete
- Kex v
-~ Host keys
- Cipher
1 Auth Close window on exit:
Y (O Aways () Never (®) Only on clean exit
~Xn
. Tunnels e
About Help Cancel
PuTTY Configuration ? X
Category:
- Keyboard A~ | Options controlling SSH authentication |
- Features Display pre-authentication banner (SSH-2 only)
(= Window [ ] Bypass authentication entirely (SSH-2 only)
- Appearance
--Behaviour Authentication methods
- Translation Attempt authentication using Pageant
[+ Selection
. Colours [ ] Attempt TIS or CryptoCard auth (SSH-1)
= Connection Attempt "keyboard-interactive” auth (SSH-2)
-.Data
- Proxy Authentication parameters
- Telnet [] Allow agent forwarding
[] ggﬂ" [ ] Allow attempted changes of username in SSH-2
- Kex Private key file for authentication:
-~ Host keys |C:\putfdofprivatnogfkljuca_ppk Browse...
Cipher
el Auth
-TTY
X1
- Tunnels
-Bugs
More bugs
... Sarial
About Help Cancel

Spajanje na klaster

Nakon spajanja na posebni pristupni ¢vor klasteru mozete pristupiti koriste¢i naredbu:



ssh teran. srce. hr

Nakon izvr§avanja gornje naredbe, potrebno je upisati zaporku koju koristite za spajanje na teran.srce.hr.

Koristenje grafiCkog okruzenja

Za koristenje grafickog okruzenja potrebno je prvo uspostaviti SSH tunel izmedu osobnog racunala i posebnog racunala keybella.srce.hr. Po uspostavi
tunela moguéa je izravna SSH komunikacija s pristupnim ¢vorom teran.srce.hr koristenjem lokalne adrese localhost i odabranog porta (u primjerima se
koristi 2222).

Direktna SSH komunikacija

Osobno
racunalo

tunel Klaster Isabella

Linux

Uspostavite SSH tunel izmedu osobnog racunala i posebnog racunala keybella.srce.hr:

ssh -NL 2222:teran.srce. hr: 22 korisni k@eybel |l a.srce. hr

Ukoliko ste uspjesno uspostavili konekciju u drugom terminalu na osobnom racunalu izvesti naredbu:

ssh -X -p 2222 kori sni k@ ocal host

Unesite lozinku za teran.srce.hr.

Po spajanju, mozemo testirati uspjeSnost provedenih akcija pomoc¢u naredbe

xterm

MS Windows
Uspostavite SSH tunel izmedu osobnog racunala i posebnog racunala keybella.srce.hr:
Unesite:

Hostname: keybella.srce.hr

Port: 22

Auto-login username: korisnik

Private key file for authentication: put do privatnog klju¢a
Source port: 2222

Destination: teran.srce.hr:22



PuTTY Configuration ? X
g
Category:
=} Session | Basic options for your PuTTY session
. *-Logging i .
= Terminal Specify the destination you want to connect to
- Keyboard Host Name (or IP address) Port
- Bell |keybe||a_src:e_hr | ‘22 |
Features
£} Window Connection type:
- Appearance (ORaw () Telnet ()Riogin (®SSH () Serial
Behawoyl Load, save or delete a stored session
- Translation
F Selection Saved Sessions
Colours |keybe||a |
=} Connection
. Default Settings Y Load
Data Loa
Proxy
- Telnet Save
- Rlogin
[ SSH Delete
- Setial v
Close window on exit:
(O Aways () Never (®) Only on clean exit
About Help Open Cancel
PuTTY Configuration ? X
Category:
= Session Data to send to the server
. ~Logging : _
. Terminal Login details
- Keyboard Auto-login username |korisnik| |
- Bell
- Features When username is not specified:
£} Window @ Prompt O Use system username (Administrator)
~Appearance Terminal details
- Behaviour
- Translation Terminal-type string |xterm |
[+ Selection
- Colours Terminal speeds |33400,38400 |
= Connection
-Data Environment variables
- Proxy Variable | ‘ Add
- Telnet
+Rlogin Value | ‘ Remove
H SSH
Serial




PuTTY Configuration

Category:

- Keyboard
- Bell
- Features
= Window
- Appearance
Behaviour
- Translation
[+ Selection
Colours
=} Connection
- Data
Proxy
- Telnet
- Rlogin
=} SSH
- Kex
-Host keys
- Cipher

2 Auth)

~X11
-Tunnels
-Bugs
-More bugs

- Serial

About Help

| Options controlling SSH authentication

Display pre-authentication banner (SSH-2 only)
[] Bypass authentication entirely (SSH-2 only)

Authentication methods
D Attempt authentication using Pageant
D Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboard-interactive” auth (SSH-2)

Authentication parameters
[ ] Allow agent forwarding
D Allow attempted changes of username in SSH-2
Private key file for authentication:

|D:\put\d0\k|juca_ppk Browse._

PuTTY Configuration

Category:

- Keyboard

- Bell
Features

= Window

- Appearance

- Behaviour

- Translation

[+ Selection

- Colours

=} Connection

-Data

- Proxy

- Telnet

- Rlogin

= SSH

Kex

-Host keys

- Cipher

[ Auth

=~ X1

-Bugs

-More bugs

Serial

v

About Help

| Options controlling SSH port forwarding

Port forwarding
D Local ports accept connections from other hosts
[ ] Remote ports do the same (SSH-2 only)

Forwarded ports: BT

L2222 teran.srce hr:22

Add new forwarded port:

[ ]

Source port Add

Destination |

(® Local
@ Auto

() Remote

(O 1Pva

() Dynamic

(O 1pve

Cancel

Nakon postavljanja odaberite Open.

Preuzmite i pokrenite aplikaciju Xming.



https://sourceforge.net/projects/xming/

Otvorite jo$ jedan PuTTY prozor (ne zatvarajte prosli prozor). UpiSite

® Host Name: 127.0.0.1

® Port: 2222

® Auto-login username: korisnik

® kategoriji Connection—SSH—X11 odaberite Enable X11 forwarding.



PuTTY Configuration ? X

Category:

=} Session A | Basic options for your PuTTY session
. *-Logging

=} Terminal

- Keyboard Host Name (or IP address) Port

- Bel 127,007 | 2222 |
Features

£} Window Connection type:

- Appearance (ORaw  (OTelnet (ORlogin ®)SSH () Serial
Behaviour

- Translation

[+ Selection Saved Sessions

Colours |Ioca|host |

=} Connection

Specify the destination you want to connect to

Load, save or delete a stored session

~Data ~ Load

Proxy
- Telnet
- Rlogin

Delete

Close window on exit:
(O Aways () Never (®) Only on clean exit

- Tunnels v

‘ About H Help ‘ ‘ Open H Cancel

PuTTY Configuration ? X

Category:

- Bel ~ | Options controling SSH X11 forwarding

- Features
= Window
- Appearance Enable X11 forwarding
- Behaviour
- Translation
[+ Selection Remote X11 authentication protocol
- Colours (® MIT-Magic-Cookie-1 () XDM-Authorization-1
= Connection X authority file for local display
-Data |

- Proxy
- Telnet
- Rlogin
=SSH
- Kex
~Host keys
- Cipher
- Auth

TTY
~Tunnels

Bugs
-Mare bugs
- Serial

X11 forwarding

X display location | |

o

v

About | Help open | cancel

Nakon postavljanja odaberite Open. Unesite korisnicko ime i lozinku za teran.srce.hr.

Po spajanju, mozemo testirati uspjeSnost provedenih akcija pomocu naredbe

xterm



Kopiranje datoteka s osobnog ra¢unala na klaster

Za izravno kopiranje datoteka na pristupno racunalo teran.srce.hr potrebno je uspostaviti SSH tunel opisan u prethodnom poglavlju.
Linux
Uspostavite SSH tunel izmedu osobnog racunala i posebnog racunala keybella.srce.hr:

ssh -NL 2222:teran.srce. hr: 22 korisni k@eybel |l a. srce. hr

Ukoliko ste uspjesno uspostavili konekciju u drugom terminalu na osobnom racunalu izvesti naredbu:

scp -P 2222 i me_dat ot eke_koj u_kopi ramp kori sni k@ ocal host :

Unesite lozinku za teran.srce.hr.

MS Windows

Potrebno je kreirati SSH tunel pomocu aplikacije PuTTY (prethodno poglavlje). Nakon kreiranja tunela, otvorite program WinSCP i unesite:

® Host name: 127.0.0.1

® Port: 2222

® User name: korisnik

® Password: lozinka za teran.srce.hr

ﬁ Login — X
i New Site Session
File protocol:
SFTP w
Host name: Port number:
127.0.0.1 || 2222 %
User name: Password:
|korisnik | | |
Save v Advanced... ‘V

Tools v Manage v Login |v Close Help
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