Autentikacija pomocu WS-FED (ADFS) protokola

Pored SAML i OIDC protokola sustav AAI@EduHr za ASP.NET aplikacije omogucuje koristenje i WS-FED (ADFS) protokola.

Potrebno je instalirati nuget paket microsoft.aspnetcore.authentication.wsfederation i slijediti upute koje su dostupne na Microsoftovim stranicama:
https://learn.microsoft.com/en-us/aspnet/core/security/authentication/ws-federation?view=aspnetcore-8.0#add-ws-federation-as-an-external-login-provider-

for-aspnet-core-identity

U verzijama .NET 7 i 8 postoji bug koji do pisanja ovih uputa nije ispravljen pa je potrebno primijeniti zakrpu koja je opisana ovdje:
https://github.com/AzureAD/azure-activedirectory-identitymodel-extensions-for-dotnet/issues/1258

Slijedi primjer koda za ASP.NET 8 Core Web c# aplikacije:

using M crosoft. AspNet Cor e. Aut henti cati on. Cooki es;
using M crosoft. AspNet Cor e. Aut henti cati on. WsFeder ati on;
using Mcrosoft. AspNet Core. | dentity;

using M crosoft. EntityFrameworkCore;

using Mcrosoft.ldentityMdel.Tokens. San ;

using Mcrosoft.|ldentityMdel. Tokens;

using prinjer. Data;

using System Security.d ai ns;

usi ng M crosoft. Extensions. Dependencyl nj ection;

var buil der = WebApplication. CreateBuil der(args);
bui | der. Servi ces. AddAut henti cati on(sharedOpti ons =>

sharedOpt i ons. Def aul t Schemre = Cooki eAut henti cati onDef aul t s. Aut henti cati onSchene;
shar edOpt i ons. Def aul t Chal | engeSchenme = WsFeder ati onDef aul ts. Aut henti cati onSchene;

19
. AddWéFeder at i on(wo =>

{
wo. Met adat aAddress = "https://fed-1Iab. aai edu. hr/sso/ nodul e. php/ adf s/ i dp/ net adat a. php";
wo. Wrealm= "https://testna-aplikacija.hr";
wo. TokenHandl ers. C ear () ;
wo. TokenHandl er s. Add( new Cust onSam SecurityTokenHandl er ());
wo. Events = new WsFeder ati onEvent s()

OnSecurityTokenVal i dated = async context =>

/1 Ukoliko su potrebne dodatne provjere korisnika
var ci = context.Principal.ldentity as Clainsldentity;

I
b
. AddCooki e() ;

/1 Add services to the container.
var connectionString = builder. Configuration. Get ConnectionString("Defaul tConnection") ?? throw new
I nval i dOper ati onExcepti on(" Connection string 'Defaul tConnection' not found.");
bui | der . Servi ces. AddDbCont ext <Appl i cati onDbCont ext >(opti ons =>
options. UseSqgl Server (connectionString));
bui | der. Servi ces. AddDat abaseDevel oper PageExceptionFilter();

bui | der. Servi ces. AddDef aul t |1 dentity<ldentityUser>(opti ons => options. Signln. Requi reConfirnmedAccount
. AddEnt i t yFr amewor kSt or es<Appl i cat i onDbCont ext >();

bui | der. Servi ces. AddRazor Pages() ;

var app = builder.Build();

/1 Configure the HTTP request pipeline.
if (app. Environnent.|sDevel oprment ())

app. UseM grati onsEndPoi nt () ;
el se

{
app. UseExcepti onHandl er ("/Error");

app. UseHsts();

app. UseHt t psRedi rection();
app. UseStaticFiles();

app. UseRout i ng();

= true)


https://learn.microsoft.com/en-us/aspnet/core/security/authentication/ws-federation?view=aspnetcore-8.0#add-ws-federation-as-an-external-login-provider-for-aspnet-core-identity
https://learn.microsoft.com/en-us/aspnet/core/security/authentication/ws-federation?view=aspnetcore-8.0#add-ws-federation-as-an-external-login-provider-for-aspnet-core-identity
https://github.com/AzureAD/azure-activedirectory-identitymodel-extensions-for-dotnet/issues/1258
https://fed-lab.aaiedu.hr/sso/module.php/adfs/idp/metadata.php
https://testna-aplikacija.hr

app. UseAut hori zation();
app. MapRazor Pages() ;

app. Run();

public class CustonSam SecurityTokenHandl er : Sam SecurityTokenHandl er

public override async Task<TokenVal i dati onResult> Vali dat eTokenAsync(string token, TokenVali dationParaneters
val i dati onPar anet er s)

if (token.Contains("&#xD;"))
token = token. Repl ace("&#xD;", "");
}
t
var configuration = await validati onParaneters. Confi gurati onManager. Get BaseConfi gurati onAsync

(Cancel | ati onToken. None) . Confi gureAwai t (f al se);
var issuers = neWf] { configuration.|ssuer };

ry

val i dati onParaneters. Val i dl ssuers = validationParaneters. Validlssuers == null ? issuers :
val i dati onParaneters. Val i dl ssuers. Concat (i ssuers);
val i dati onPar anet ers. | ssuer Si gni ngKeys = val i dati onParanet ers. | ssuer Si gni ngkeys == null ?

configuration. SigningKeys : validationParaneters.|ssuerSigni ngKeys. Concat (confi gurati on. Si gni ngKeys) ;
val i dati onPar anet ers. | ssuer Si gni ngKey = configuration. Si gni ngkeys. First();
val i dati onParanet ers. Val i dl ssuer = configuration.|ssuer;
catch (Exception e)
Log. Error(e, "G eSka u custom handl eru: {token}", token);

return await base. Val i dat eTokenAsync(t oken, validati onParaneters);

}

Hvala kolegi Vidu Kasi¢u na pomoci pri izradi ovih uputa.
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