Citaéi studentskih iskaznica

Tipovi studentskih iskaznica

stare studentske iskaznice (SX)
" status: end of life
®  proizvodnja: do kraja akademske godine 2022./2023.
B tehnologija: Mifare Classic (beskontaktno sucelje), magnetna traka, zlatni Cip (kontaktno sucelje)
® UID: 4 byte = 8 znakova
B Mifare Classic - tehni¢ka dokumentacija

nove studentske iskaznice (ESC)
" status: active
®  proizvodnja: od akademske godine 2023./2024. - active
B tehnologija: Mifare Desfire EV3 (beskontaktno sucelje)
® UID: 7 byte = 14 znakova
B Mifare Desfire - tehnicka dokumentacija

S iskaznica se uvijek o¢itava UID. UID je moguce Koristiti za komunikaciju s ISSP REST APljem i ISSP Restoran REST APljem.

Kako provijeriti ispravnost rada CitaCa iskaznica?

AOWN

Ako u tekstualnom editoru vidite ispravne UID-e od 8 znakova za SX i od 14 znakova za ESC iskaznicu, uredaj radi ispravno za oba tip studentskih

. Prikljucite na racunalo ¢&ita€ iskaznica

. Instalirajte potrebne drivere (upravljacke programe)/programatore/emulatore, koje proizvodac zahtjeva
. Otvorite Notepad ili bilo koji tekstualni editor

. Prislonite iskaznicu na &ita¢ iskaznica

a. Sa SX studentske iskaznice uredaj treba ocitati 8 znakova
b. Sa ESC studentske iskaznice uredaj treba ocitati 14 znakova

. Obratite paznju na procitane znakove

a. Uredaj mora ogitati toéno 8 i toéno 14 znakova

b. Ako je o€itano manje znakova, uredaj ne radi ispravno

c. Ako je nekoliko prvih ili zadnjih znakova zamijenjeno s nulama (0), uredaj ne radi ispravno

d. Izlazni tip podataka mora biti HEX (sadrzi i slova i znamenke) u suprotnom, uredaj ne radi ispravno

. Napravite nekoliko testova gdje na jednom uredaju paralelno isprobavate jednu SXi jednu ESC iskaznicu
a. Uredaj uvijek mora ocitati isti UID od 8 znakova i isti UID od 14 znakova, ako se UID mijenja, uredaj ne radi ispravno

iskaznica.

Citagi koji podrzavaju obje tehnologije fizickih studentskih iskaznica (fizicki oblik studentske

iskaznice)
GIGATEK Promag PCR330M

GIGATEK Promag PCR330M - tehni¢ka dokumentacija

Programator uredaja (RFID Configure): http://ftp.gigatms.com.tw/disks/disk5339/index.html

Uredaj je potrebno samo jednom programirati. Nakon programiranja, uredaj se moze prenositi s raCunala na racunalo, bez potrebe za ponovnim

programiranjem ili instalacijom programatora.

Postavke programatora:


https://www.nxp.com/products/rfid-nfc/mifare-hf/mifare-classic:MC_41863
https://www.nxp.com/products/rfid-nfc/mifare-hf/mifare-desfire:MC_53450
https://wiki.srce.hr/download/attachments/126715078/promag-desktop-rfid-and-mifare-reader-pcr300-pcr330.pdf?version=1&modificationDate=1683018679000&api=v2
http://ftp.gigatms.com.tw/disks/disk5339/index.html

< RFID Configure V1.5RE - 9600,N,8,1 - X
B4 |
~ Device Information
Connect To HID1(PGW-T1048 V1.0R7 {140627)) Open
Device Name PCR330M-00 Grrs
Firmware ldentity Number ROM-T0961
Firmware Version V1.01R9 [Help] ASCII Table
¥ General
Buzzer Buzzer On
Number in keypad True Read
~ HIDIO
Delimiter CR ige
Frame End (Disable)
Frame Start (Disable) —
Hot Key
Output Card Type Disable Test
Output Format Hex
Output 1D Order LSB First HIDT - HIDIO
Qutput 1D Order for EM125K MSB First (Default) [Default]
Package OnRemaove
Package Postfix Scan
Package Prefix
*~ D Filter - Input
All Cards 16H Bt
Scan Card Mode Mifare Only
~ D Filter - Output
EM 125K 1,14,1,10
Felica 1,20,1, 16
Mifare 1K 1,10,1,8
Mifare 4K 1,10,1, 8
Mifare DESFire 1,18, 1,14
Mifare Ultra Light 1,18, 1,14
Remove Leading Zeros Disable
Device Information
Language Table |Device Build In - English(US) ~
HID Omnikey 50xx series

Uredaiji iz serije: https://www.hidglobal.com/products?search_key=omnikey&page=0
Prije nabave bilo kojeg uredaja iz navedene serije, obavezno provijeriti tehnicku dokumentacija da li sadrzi Mifare Desfire sucelje.

Primjer iz sluzbene dokumentacija za HID Omnikey 5022 (CL)


https://www.hidglobal.com/products?search_key=omnikey&page=0

OMNIKEY® 5022 USB Reader Datasheet

Posted date: 08 Jul 2022

¥ Download

PRODUCT FEATURES:

/ Uttralight / Ultral
/ DESFire EV1 /

lutions -
ctiviD® Applets,

up to B48 Kbps in 1
transmission made.

USB Smart Card Reader in small ferm-factor

Baze Model Numbar

HOST INTERFACE

USB Intertace | - °

Cannectar | Cable |

Postavke emulatora:

£ PACS Probe - *

Present card ...

Card Type Card Format

IUnknnwn j IUnknnwn j
|

[~ reverse byte order

Card Data ltem Il"“-“‘:l j Prestrokes |
Output Mode IKeybuardWEd'EE j I3 beep QutputFormat HEX T
PostStrokes |

Output Data

PACS probe rev. Feb 18, 2020

Copyright 2004-2020 CardWerk Technologies hitp:/ v cardwerk.com/




Ovisno od verzije do verzije ¢itaca iskaznica i emulatora, nekim uredajima je potrebno ukljuciti "reverse byte order" - promjena smijera Citanja. Promjena
smijera Citanja se ne izvrSava za svaku pojedinu iskaznicu, ve¢ samo prvi puta kada testirate rad uredaja. Ako na testu ustanovite da je ta opcija potrebna,
ne zaboravite je svaki put ukljuditi kod pokretanja emulatora.

Ukoliko ove uredaje Zelite samostalno programirati i prilagoditi viastitim poslovnim procesima, viSe informacija potrazite na: https://smartcard-api.com
/download-smart-card-api-sample-code/

ELATEC TWN4 MIFARE NFC
ELATEC TWN4 MIFARE NFC - tehnicka dokumentacija
Programator uredaja (DevPack): https://www.elatec-rfid.com/int/twn4-dev-pack#/

Uredaj je potrebno samo jednom programirati. Nakon programiranja, uredaj se moze prenositi s racunala na racunalo, bez potrebe za ponovnim
programiranjem ili instalacijom programatora.

Programiranje uredaja obavlja se kroz AppBlaster. Molimo Vas pratite detaljne upute sadrzane u datoteci "Docs". Bitna stavka je ukljugiti podrsku za Mifare
Classic, Mifare Desfire i Mifare Light, HEX kao izlazni tip podatka.

Uredaj omogucava i Citanje podataka sa studentske iskaznice. U otvorenom formatu na lokaciji (AID) 332233 u datoteci 00 nalazi se JMBAG, a na 01
nalazi se ime i prezime.



https://smartcard-api.com/download-smart-card-api-sample-code/
https://smartcard-api.com/download-smart-card-api-sample-code/
https://wiki.srce.hr/download/attachments/126715078/DS%20TWN4%20MIFARE%20NFC%20DocRev8.pdf?version=1&modificationDate=1683024634000&api=v2
https://www.elatec-rfid.com/int/twn4-dev-pack#/

J AppBlaster v4.50.11 —

Project  Tools

Program
Firmware Image

Configurable
Project

Source Code
Project

TWN4DevPack45

& Mame

Apps
Docs
Driver
Firmware
Templates
Tools
’ AppBlaster.exe
By Director.exe
EULA DocRev3.pdf
D What's New.tt

v O

Date modified

06.02.2023. 10:32
06.02.2023. 10:32
06.02.2023, 10:32
06.02.2023. 10:32
06.02.2023. 10:32
06.02.2023. 10:32
10.10.2022. 08:55
23.05.2022. 13:20
28.10.2020. 153:34
21.10.2022. 13:55

A2 Search TWN4DevPack4ds1

Type

File folder
File folder
File folder
File folder
File folder
File folder
Application

Application

Adobe Acrobat D...

Text Document

Nakon pokretanja akcije "Program Firmware Image" potrebno je odabrati sljedece:

Size

932 KB
943 KB
T4 KB
4KB



& Program Firmware Image - (=] X

S settings a Read Version

Step 1

Fimware Image:

Step 2

Nakon toga kliknuti "Program Image".

Kada se proces zavrsi odabrati sliedece:

J AppBlastes V4.50.11 - *
Pusject  Tocks
Program
Firmware Image
Configurable
Project

Kada se otvore nove opcije, odabrati sljedece:

& Select a Firmware Image or an App

Search Firmware

Date modified

12/12/2023 10:30 AM

12/12/2023 10:30 AM
12/12/2023 10:30 AM
12/12/2023 10:30 AM
12/12/2023 10:30 AM
12/12/2023 10:30 AM
12/12/2023 10:30 AM

12/12/3092 1020 AN

<« > v A 77 > Downloads > TWN4DevPack480 > TWN4DevPack480 > Firmware v
Organize v New folder
| Gallery Name
v Yesterday
@ Desktop » D TWN4_xPx480_515C160_Multi_CCID_1Slot_Standard.bix
L Downloads . [7) TWN4_xCx480_LXT110_Multi_Legic_Transparent.bix
\3 Documents » D TWN4_xCx480_PRS104_Multi_CDC_Simple_Prot;
N [ TWN4_xCx480_STD204_Multi_CDC_Standard.bix
PN Pictures »
TWN4_xKx480_DMP108_Multi_Keyboard_Dump.bix
O Music » D - - R e
0 TWN4_xKx480_STD204_Multi_Keyboard_Standard.bix
& Videos »
D TWN4_xKx480_STDC204_Multi_Keyboard_Standard_Accept_Config_Cards.bix
7 Screenshots »
™1 TWINA Vw420 CTRIDNA Motk Karhasrd Standard Acrant Hinarada Carde hiv
“ slika za iskaznicu »
File name: ‘

Open

»

o e

Type

BIX File
BIX File
BIX File
BIX File
BIX File
BIX File
BIX File

IV Fila

v ‘ Apps, Firmware (*.t4a, *.app, " v

Cancel




& Configurable Project — ] X

ras
u Save @1"' Create Image é Program Image , Settings

Action tems Application Template
Application Template

Fiter Templates:
Show all templates ~

Available Templates:
Mutti COC V4.80, I

i Keyboard V4.80. App Standard V2.04
Nano CDC V4.80. App OSDP V2.06

T —

-~
Select Template

Active Template:

Messages

Searching for available templates:

File "TWN4_NCx480_OSDDP20€_Nano_CDC_OSDP.abt": OK

File "TWN4_xCx480_STD204_Multi_CDC_Standard.abt": CK
File "TWN4 xKx480 STD204 Multi Keyboard Standard.abt™: OK

Na prikazanim opcijama odabrati "Transponder Types". Odabrati "MIFARE" i dodati sve tipove MIFARE ¢itaca.

¥ configurable Project = (] X
$O3 .
u Save 03 Create Image éprogram Image /’ Settings
Action tems " Transponder Types
- Application Template Add Transponder Type
- Transponder T)_rp_es i Category: =
Prefix/Field Delimiter/Suffix -
Behavior/Sianall Al MIFARE Classic
1avior/signaling All LF (125Hz/134.2kHz) MIFARE Uttralight
- Options All HF (13.56MHz) MIFARE Uktralight-C
- Security \ 15014443A MIFARE DESFire
i i 150144438
Version Information 13015893
MIFARE
LEGIC
HID
HCE (Host Card Emulation)
BLE (Bluetooth Low Enengy)
Solutions
Add
Active Transponder Types
Search Order:
Remove
Messages
Searching for available templates:
File "TWN4_NCx430_OSDP20€_Nano_CDC_OSDP.abt": OK
File "TWN4_xCx480_STD204_Multi_CDC_Standard.abt": OK
File "TWN4_xKx480_STD204_Multi_Keyboard_Standard.abt™: OK
Select template: OK
Searching for available templates:
File "TWN4_NCx430_OSDP20€_Nano_CDC_OSDP.abt": Not compatible to this project.
File "TWN4_xCx430_STD204_Multi_CDC_Standard.abt": OK
File "TWN4 x=Kx480 STD204 Multi Keyboard Standard.abt": OK




Potrebno je namjestiti sliedeci redoslijed aktivnih ¢itaca.

¥ Configurable Project = O X
u Save . Createlmage é Program Image , Settings
Action ftems Transponder Types
Type of USB ("Template") Add Transponder Type
=] T@nmonda Types Category: Type:
(- MIFARE DESFire (File) Al
MIFARE DESFre (Fle) AllLF (125kHz/134 2Hz)
MIFARE Classic (Sector 0) All HF (13.56MHz)
- MIFARE Ulralight (UID. any length) 15014443A
HID Prox (UID, any length) :gg}gggf'
(#- HID iCLASS/SEQS (UID, any length) MIFARE
- Prefix/Suffix LEGIC
- Behavior/Signalling HID
.. Options HCE (Host Card Emulation)
- Security BLE (Bluetooth Low Energy)
Version Informati Solutions
- Vlersion Information [ Add
Active Transponder Types\
MIFARE DESFire (File) Search Order:
MIFARE DESFire (File) '. ',
MIFARE Classic (Sector 0)
MIFARE Ultralight (UID, any length)
HID Prox (UID, any length)
HID iCLASS/SEQS (UID, any length) Remove
Messages
Searching for available templates:
File "TWN4_NCx430_OSDP20€_Nano_CDC_OSDP.abt": OK
File "TWN4_xCx480_STD204_Multi CDC_Standard.abt": OK
File "TWN4_xKx480_STD204_Multi_Keyboard_Standard.abt": OK
Searching for available templates:
File "TWN4_NCx480_OSDP20€_Nano_CDC OSDP.abt": Not compatible to this project.
File "TWN4_xCx480_STD204_Multi_ CDC_Standard.abt”: OK
File "TWN4_xKx480_STD204_Multi_Keyboard_Standard.abt": OK
Potrebno je postaviti sliede¢e na MIFARE DESFire citacu :
§ Configurable Project — o X
u Save ""’ Create Image é Program Image j‘ Settings
Action ltems Data Source / Bt Count
Type of USB ("Template”)
- Transponder Types Read data from transponder:
(=) MIFARE DESFire (File) uID Read S
Data Source / Bt Count O L - 0 Road Sevely
Bit Manipulation
Output Format ,
MIFARE DESFire (Fie) ODaa AD: 3823 e
MIFARE Classic (Sector 0) _
MIFARE Utralight (UID, any length) [ Authenticate
HID Prox (UID, any length) Key Index: |0 =
HID iCLASS/SEQS (UID., any length)) .
. Prefix/Suffix Key: |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 (Hex)
- Behavior/Signalling Authentication Mode: COMPATIBLE
~ Options
- Securty Key Type:  3DES
- Version Information
File No: 00 (Hex)
Comm Set: Auto v
Offset: 0 2
Byte Count: |12 B
Messages
Searching for available templates:
File "TWN4_NCx480_OSDP20€_Nano_CDC_OSDP.abt": OK
File "TWN4_xCx480_STD204_Multi_CDC_Standard.abt": OK
File "TWN4_xKx480_STD204_Multi_Keyboard Standard.abt": OK
Searching for available templates:
File "TWN4_NCx480_OSDP20€_Nano_CDC_OSDP.abt": Not compatible to this project.
File "TWN4_xCx480_STD204_Multi_CDC_Standard.abt": OK
File "TWN4_xKx480_STD204_Multi_ Keyboard Standard.abt"™: OK

Paziti na razmak prilikom unosa AID-a (unos mora biti identi€an kao na slici, u protivnom ¢e javljati greSku unosa).



"File No" odreduje izlazne podatke (ako se odabere "00", izlazni podaci bi trebali pokazivati JMBAG studenta, dok bi za unos "01" izlazni podaci morali
pokazivati ime i prezime studenta).

"Byte Count" odreduje broj znamenki izlaza. (Po potrebi samostalno odrediti - u slu¢aju o¢itavanja JMBAG-a mora biti 10, dok za o¢itavanje uid-a se mora
promijeniti na 14). Takoder promijeniti u slu¢aju ocitavanja imena i prezimena kako se isto ne bi "odrezalo".

Takoder, potrebno je podesiti format izlaznih podataka kao na slici:

F Configurable Project — O X
U Save .E}. Create Image é Program Image j’ Settings
Action ltems Output Format
- Type of USB ("Template")
=I- Transponder Types
£ MIFARE DESFire (File) Field 1
Data Source / Bit Count Output Bits: Output Format:
- Bit Manipulation .
- Output Format © Al Bits © Binay
- MIFARE DESFire (File) P O Octal
- MIFARE Classic (Sector 0) O Some Bes O Docina
- MIFARE Uttralight (UID, any length) First Bit: |0 = =
(- HID Prox (UID. any length) } - ~ (O Hexadecimal Move Field
- HID iCLASS/SEOS (UID, any length) Number of BRs: |96 : 0 Asci
Prefix/Suffix - =
Behavior/Signalling )
. Options Prefix Length of Output:
\S/ec’-“'“ylnf © Automatic
‘ersion Information
O M
LT Add Field
O EBxact 0 ~ | Digits
O Maximum
Remove Field

Messages

Searching for available templates:

File "TWN4_NCx480_OSDP20€_Nano_CDC_OSDP.abt": OK

File "TWN4_xCx480_STD204_Multi_CDC_Standard.abt": OK

File "TWN4_xKx480_STD204_Multi_Keyboard_Standard.abt": OK

Searching for available templates:

File "TWN4_NCx480_OSDP20€_Nano_CDC_OSDP.abt": Not compatible to this project.
File "TWN4_xCxd480_STD204_Multi_CDC_Standard.abt™: OK

File "TWN4_xKx480_STD204_Multi_Keyboard Standard.abt"™: OK

USB Mifare Reader SL040A
SLO40A - tehni¢ka dokumentacija
Programator uredaja (SLO40A Config): http://www.stronglink-rfid.com/en/rfid-readers/sl040a.html

Uredaj je potrebno samo jednom programirati. Nakon programiranja, uredaj se moze prenositi s racunala na raéunalo, bez potrebe za ponovnim
programiranjem ili instalacijom programatora.

Programiranje uredaja obavlja se kroz RFCard. Molimo Vas pratite detaljne upute sadrzane u prilozenoj tehnickoj dokumentaciji. Bitna stavka je postaviti
HEX kao izlazni tip podatka.


https://wiki.srce.hr/download/attachments/126715078/SL040A-User-Manual.pdf?version=1&modificationDate=1684144792000&api=v2
http://www.stronglink-rfid.com/en/rfid-readers/sl040a.html

QR kod, specifikacija i zahtjevi (digitalni oblik studentske iskaznice)
Specifikacija

QR kod sadrzi Json slijedeceg sadrzaja (primjer):
{
"data":[], / Za buduca prosirenja
"validity":"910935", // TOTP validacijska vrijednost
"value":""// Broj iskaznice (19 znamenki) + validity (6 znamenki) = 25 znamenki, validity se dodaje na kraj broja iskaznice
}
TOTP je standardna RFC6238 implementacija: https://datatracker.ietf.org/doc/html/rfc6238

U komunikaciji s ISSP REST APljem ili ISSP Restoran REST APljem, dodatno naglaSavamo, vrijednost koju proditate unutar ,value* polja koje se nalazi
unutar QR koda, ne obradujete, vec¢ je prosljedujete standardnim putem. Svi API resursi su proSireni na nacin da primaju i ,broj iskaznice* veli¢ine 25
znakova. Na API se prosljeduje samo ,value®.

Zahtjevi Citaa
Ovdje se radi o standardnim barkod ¢itacima. Pri nabavci potrebno je obratiti paznju na to da ¢ita¢ podrzava:
- Citanje standardnih 1D, 2D i PDF417 kodova

- da je pogodan za Citanje sa zaslona mobitela


https://datatracker.ietf.org/doc/html/rfc6238

	Čitači studentskih iskaznica

